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Cyber threat landscape

Cybersecurity is often in the news.
The new reality: increased threats and increased scrutiny

• Grant McEwan University (2017)
• Defrauded $11.8M in on-line phishing scam

• Equifax (2017)
• Theft of personal data as a result of a software flaw

• WannaCry Attack (2017)
• Encryption of data through ransomware attack on 200,000 outdated

Microsoft-operated computers in 150 countries

• University of Calgary (2016)
• Ransomware held staff email hostage until $20,000 ransom was paid



Your identity is a steal on the Dark Web.

**Source: Experian

Here are what the most common pieces of information sell for



**Source; Symantec 2018 Internet Security Threat Report

Targeted attack motives

Known motives of targeted attack groups. 
The majority of group are focused on intelligence gathering.



**Source: Verizon 2017 Data Breach Investigations Report

Who are the victims?



**Source: Verizon 2017 Data Breach Investigations Report

What tactics do they use?



**Source: Verizon 2017 Data Breach Investigations Report

What else is common?



Does this happen at your organization?

• Someone uses the same password for all of their accounts

• Someone wants to finish up a project at home and sends confidential information to
insecure home computer

• Someone takes a work laptop to use at a meeting at a Starbucks, using their unsecure wifi
connection

• Someone checks their personal email on a company computer

• Someone clicks on a link in an email that looks like it came from their bank or a friend

• Your IT guy misses a virus protection installation on one of your company’s computers



Who’s your most dangerous offender?

Jen in Marketing Evil Hacker Susan the CEO

Cody, your 
friendly and 
helpful IT guy



What is phishing?

• Attempt (usually through email or other electronic communication like text) 
to obtain sensitive information such as usernames, passwords, and credit 
card details, often for malicious reasons, by disguising as a trustworthy 
entity. 

• Phishing emails may contain links to websites that distribute malware.



Sample phishing email
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Best way to avoid phishing

• Pause. Read. Think.

• Ask yourself:
• Is this normal behavior?

• Would I normally receive this type of message at this time of day?

• Is this typical-sounding language from this individual?

• If in doubt, pick up the phone and call the sender instead.

• No professional organization will ever ask you to reveal personal
or financial information over email or by going to a link.



What is malware?

• Short for “malicious software”

• Umbrella term that includes:
• Viruses
• Ransomware
• Spyware
• And others



Rapidly growing cyber black market



**Source: Verizon 2017 Data Breach Investigations Report

Who is behind the breaches?



Typical attack life cycle
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Cyber security program

Identify

the real risk

Protect

what matters most

Sustain

an enterprise program

Optimize

for business 
performance

Enable
business 

performance



Protect what matters the most

1. Do you know what
you have that

others may want?

3. Do you understand how these
assets could 

be accessed or disrupted?

2. Do you know how your
business plans could make

these assets more vulnerable?

4. Would you know if you were
being attacked and if the assets

have been compromised? 

5. Do you have a plan to
react to an attack and minimize the 

harm caused?

Valued assets

Intellectual property

People information

Financial information

Business information
(strategy

performance
transactions)

Being attacked is unavoidable, so how prepared are you? 
Can you answer “yes” to these five key questions?



Embed cybersecurity into every role 
to protect your most critical assets

Include cybersecurity in 
management strategy 

and goals Enhance cybersecurity
posture within existing

technologies 

Cybersecurity program strategy and 
monitoring, and 

incident investigations 

Chief executive 
officer

Chief Information 
security Officer

Chief Information 
officer

General counsel Chief risk officer Internal audit Chief marketing 
officer 

Protect 
shareholder 

value 

Evaluate compliance 
with cybersecurity 

regulations and policies 

Build cybersecurity 
into enterprise risk 

framework 

Litigation and law 
enforcement engagement and 

regulatory  

Board

Rapid media and public 
relations response 

Monitor financial 
anomalies and evaluate 

insurance claims

CFO



Where to start

• Identify your assets enabling critical business processes

• Identify your sensitive data

• Establish a security controls baseline
• Malware protection software on computers and servers

• Regular patch management practices (infrastructure and applications)

• Network security controls (internet access and e-mail protection)

• Identity and access management controls

• Regular back-ups and recovery testing



Threat detection and response

• Define, implement and sustain a cyber incident response process

• Define, implement and sustain security monitoring capabilities

• Define, implement and sustain vulnerability identification and risk mitigation processes



Key attributes of an Incident response plan

Eradication

Preparation

Containment

Lessons learned

Identification

Recovery



Want to learn more?

• Canadian Cyber Incident Response Centre (CCIRC)
• https://www.publicsafety.gc.ca/cnt/ntnl-scrt/cbr-scrt/ccirc-ccric-en.aspx

• Center for Internet Security (CIS)
• https://www.cisecurity.org/controls/

• National Institute of Standards and Technology (NIST) 
• https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf

https://www.publicsafety.gc.ca/cnt/ntnl-scrt/cbr-scrt/ccirc-ccric-en.aspx
https://www.cisecurity.org/controls/
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf


Employee training options

InnoTech College:
• (ISC)2 Certifications 

• Certified Information Systems Security Professional (for operational leaders)

• Systems Security Certified Practitioner (for IT professionals)

• Arcitura Certifications
• Cloud Architect 

• Cloud Security 

Other Educational Institutions:
• SAIT - IT Security Certificate

• NAIT – System Security Certificate



Questions?

Jean Hernandez

Cyber Security Consultant

InnoTech College

jeanh@innotechcollege.com




